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Main Entry: bug 

Etymology: origin unknown

1 a : an insect or other creeping or crawling invertebrate b : any of several insects commonly considered obnoxious

2 : an unexpected defect, fault, flaw, or imperfection

3 a : a germ or microorganism especially when causing disease b : an unspecified or nonspecific sickness usually presumed due to a bug

4 : a sudden enthusiasm

5 : ENTHUSIAST <a camera bug>

6 : a prominent person

7 : a concealed listening device

-- Oxford English Dictionary

An unwanted and unintended property of a program or piece of hardware, especially one that causes it to malfunction. [...] The identification and removal of bugs in a program is called "debugging".

--Free Online Dictionary of Computing

The term “bug” is a metaphor used in computer science to refer to a flaw or defect in the source code of software that causes programs to malfunction. The Oxford dictionary references early usage of “bugs” in the sciences already during the late nineteenth century. The word had become incorporated into the rhetoric of professional inventors and companies to signify performance problems in technical services like telecommunications. Anecdotes from the early days of computing also describe “bugs” literally as insects that sacrificed themselves in circuitry causing entire systems to fail. Similarly, we find the metaphor of “bugs” not only to be pervasive in computer science, but also a term that increasingly is associated with the craft of programming.

Dan describes two types of bugs in computers: hardware and software bugs. The former is more problematic because its flaws are embedded in the circuitry of the hardware and often requires physical tampering or replacement (1813-1816). Software “bugs,” on the other hand, can be ephemeral and, if detected, relatively easy to fix. For the most part, bugs can be remedied with workarounds or “patches,” which replace broken code with one that works.  

It is hard to imagine that a bug in software can be anything but bad. From the perspective of a consumer or user, bugs are obnoxious when software begins to fail. But not all bugs cause software failure. Therefore, the innate quality of bugs is less categorical in the discipline. Dan refers to bugs are synonymous to “security holes”, “broken code” and “undocumented” features of software, which only the computer hack will know about (1354-1369). The ethical dilemma occurs when the hack exploits the bug by taking over the end user’s operating system or blackmails an organization for personal gain (1657-1663). Bugs thus become part of a larger discussion of establishing professional rules within the discipline for upholding proper ethical behavior.

The development of powerful computers and programs specifically designed to test hardware and source code has made the chore of finding “bugs” easier to accomplish.  During the interview, Dan describes this development of using technology to detect  broken code as a turning point for tackling flaws in machines, especially the more elusive hardware bugs (1803-1811). Interestingly, using machines to find bugs has also been the basis of implicit criticism in the field. During the dot.com boom, when startup companies were trying to accelerate the development of stable, secure software, they were offering cash incentives to outsiders to join in the bugs hunt. Dan suggests that entrepreneurial individuals might have taken advantage of these rewards by developing homemade programs to automate the detection of software flaws. Part of Dan’s critique of this methodology, for example, was that the creation of a long list of bugs is tantamount to blackmail (712-729). 

An interesting theme in Dan’s interview is the way bugs – once they are found -- are handled by companies. Bugs have transformed the way companies respond to serious flaws in software. The 1990s is one such turning point, when private companies were striving to make a better product. For example, Dan discusses the difficulty of getting the attention of company software developers at Sun to address security problems in their software. Of course, at the time there existed a formalized system for reporting bugs, like filing a “bug report” (533-540), but these notices yielded no immediate, appropriate response from the company. It took public announcements on an Internet forum to get the attention of the right people (508-511). Later bug reporting developed into a more rigorous, grassroots process that harnessed the talent pool of the programming community. Graduate students played a key role in the development of a kind of culture that became more sensitive to bugs. During his internship at Netscape, Dan refers to these episodes as “bug fire drills”, which indicate a well-calibrated response effort. Once a bug was discovered, software had to be reengineered, a corrective patch developed, and mechanism for its distributing be made ready within a short period of time (668-682). 

Bugs also have altered the computer science in the last 20 years. Dan draws distinctions of finding bugs in at least three areas that differ in their context and spheres of activity: academia, business setting, and the open source computing community. In academia, bugs can bring instant fame and notoriety to the anonymous graduate student (475), popularity and prestige among peers and professional institutions (509-513), and even an expensive piece of hardware from an appreciative vendor as an expression of thanks (788-792). Bugs also provided quite an enviable publishing paradigm for professors and graduate students alike.  In essence, the model is a 5-step recursive algorithm: 1) find the bug, 2) announce it in a paper, 3) find a solution, 4) publish the results, and 5) start again. Besides eking out at least two papers for each bug, sometimes researchers received bonus recognition by having the discovered bug named after them (834-838). Any specific examples? 

Within a business setting, “bugs” translated into hard cash. In the mid-90s, startup companies like Netscape introduced a “bugs-bounty” program where individuals (usually graduate students) were offered $1000 for each discovered bug (671-677). Although Netscape established a competitive norm for identifying bugs in mission critical software, the program nevertheless caused some resentment among participants, who perceived other people exploiting these incentives (712-729, 1657-1663). 

To contrast these examples of incentives that glamorized the process of finding bugs, the other-side-of-the-coin perspective of finding bugs also existed. Identifying, fixing a software bug remained a thankless job, a “drag” to some extent, especially within the open source community (829-831), where personal satisfaction was the sole driving force in the effort. Dan however felt that finding bugs over and over in a computer system was an indication of a larger problem with the process. From an academic or an employee’s point of view, Dan found professional satisfaction in being able to leverage the existence of “bugs” to build a better system (1575-1582). Bugs, therefore could be used as a legitimate reason to redesign computer systems (834-838, 1585-1595). 

At the end of the first interview, Dan makes a remarkable comparison between bugs and the field of computing:  “bugs” form the basis of all computer programming 1354-1369. “Bugs” are the “undocumented” features of a piece of software, which programmers try to exploit for the good or the bad. Working with bugs, whether finding them in their own software, or in someone else’s, is the primary role of the programmer. Programmers deal with bugs in the way that many people deal with more mundane aspects of everyday living: they strive “to produce something that works most of the time” For Dan, there is no difference between programming and discovering bugs. Finding and exploiting a security hole is analogous to the normal programming process. For Dan there is something very gratifying when attempting to transcend the limits of the code and make the machine “dance in a way it was never meant to go.” Bugs offer the programmer a path of “trying to do things that you’re not supposed to be able to do at all” (1354-1369). 

