Good and Bad Bug hunting.

Chris Kelty

(bug:  not just a breakage, but a potential security hole)

Perhaps the most striking example of ethics in the interview with Dan Wallach is his story of the better and worse ways of finding, and then publicizing, bugs in software.  Dan is very fond of repeating his "research pipeline": "there's a whole research pipeline here.  Find a bug, write a paper about why you, why the bug was there, fix the bug, write a paper about how you fixed the bug, repeat.  This is a research paradigm.  This, you can build a career doing this. (836-838)"   This lather-rinse-repeat methodology sounds so clean when he tells it this way, but as suspected, there is a lot more that goes into each iteration.  First, finding a bug sounds like a simple procedure:  most of us manage to do it every time we sit down at a computer.  But none of us would necessarily know how exactly to find a bug, deliberately. 

Being a bad guy is like solving a puzzle.  You have a whole bunch of piec-, it's like junkyard wars.  You've got all this crap, and they tell you to build a hovercraft.  And you, and so the analogous thing is you have all this software that's out there, and your goal is to break in.  How can you put together the pieces and the parts that you have lying around, in order to accomplish this goal.  It doesn't have to be beautiful.  It doesn't have to be pretty, it just has to work.  So, in a certain sense, it's just a form of computer programming.  I mean, this is what programmers do.  A programmer deals with a bunch of broken, bugs in Linux, bugs in Windows, bugs in web browsers, and still produce something that works most of the time.  And then work around all these flaws.  So to some extent, finding and exploiting a security hole is no different than the normal programming process, only you're trying to exploit things that are not, you're trying to do things that you're not supposed to be able to do at all.  You know, I'm supposed to be able to write HTML and have it appear on your web browser.  That's, it's a documented feature.  But I'm not supposed to be able to take over your web browser and, y'know, take over your whole computer.  That's not a documented feature.  So, you're trying to take advantage of undocumented features.  And to make the system dance in a way it was never meant to go.  (1354-1368)

Making the system dance in a way it was never meant to means understanding it at least as well as the person who built it, or perhaps knowing some tricks that the person who built it doesn't.  Second, fixing the bug could require some kind of innovation.  Dan, for instance, fixed bugs in the Java programming language by implementing a technique called "stack inspection"-- something which he only latterly got credit for (682-689).   The technique of writing a paper about each of these stages distinguishes the economy of academic work from that of the paid programmer.  Academics, as is pointed out in many of these interviews, value the finished paper which documents their work far more than any programming that they do.  It's more valuable for career and reputation than a well built application.  Paid programmers on the other hand are generally excluded from any such economy of reputation;  they may be well respected in a firm (and the experience of open source programming blurs the line between the in-firm reputation and the out-of firm reputation) and they very likely will do no more than file a report to a manager satisfying that the bug no longer exists (cf. Ellen Ullman's book "The Bug" which tells the story of this kind of environment in somewhat excruciating detail).  

Outside of this relatively simple pipeline, however, is a set of decisions, attitudes, intuitive judgments which way heavily on a set of very important decisions:  1) whether and where to look for a bug 2) whether and where to report the bug, and 3) how to negotiate 1 and 2 with the owner of the software bug. 

Dan teaches by example.  It is obviously one of his most successful techniques.  In this case, he tells a story to his students of how he has handled these decisions, and how others have.  In telling the story of his first experience with finding a bug in Java in 1995, Dan says:

DW: So, first ever ethical dilemma.  We have a result, we have to make some decisions, like, we have some attack code, do we want to release it to the world?  Probably not.  We have a paper that describes some attacks.  Do we wanna release that to the world?  Yeah.  So, we announce it on a, a mailing list called the Risks Digest.  Comp.risks newsgroup.  So we said, we found some bugs, basically we said: abstract, URL. ...

CK: So you'd actually written code that would exploit these securities?

DW: Yes

CK: That was part of writing the paper?

DW: Yes, but we kept that all private.

CK: Um hm

DW: So this was sort of

CK: But it was published in the paper?

DW: The paper said, you can do this, this, and this.  

CK: Uh huh

DW: But the paper didn't have code that you could just type in and run.

CK: Ok

DW: And we never, and to this date we never released any of our actual attack applets. I mean, we would say what the flaws were, well enough that anybody with a clue could go verify it. But we were concerned with giving, you know, giving a y'know press a button to attack a computer 

(506-533)

Dan's decision to keep it secret played well with Sun.  They "gifted" him with a $17K Sparc workstation (cf. "gift economy"). Somewhat as a result of Dan's novel form of security research (no one was finding bugs in this unsolicited manner), Netscape (who had implemented Java in their browser) developed a procedure called "bugs bounty" which would pay people who found bugs "Find a bug, get $1000."  Netscape even went so far as to hire Dan on as an intern, where he got a chance to learn about the inside procedure at a company regarding bugs, which had a certain appeal for enterprising kids like Dan:

DW: There was a kid at Oxford.  Uh, David Hopwood.  Who for a while was living off bugs bounties.  He just kept finding one flaw after another.  Some of them were just really ingenious.

CK: That's great.

DW: And he found out I was an intern at Netscape and said, shit, I can do that too.  The next thing you know we had David Hopwood working there as well.  And that was a really, so one of the interes-, so I saw so some of my Princeton colleagues kept finding bugs and they got bugs bounties and of course I didn't { } them because I was employed at Netscape.  It was all a good time.  You know, I had a chance to see these bug fire drills for how the vendors, how Netscape would respond to bugs and get, get patched versions out within you know two days or one day or whatever

(671-679)

As a result of this experience, Dan takes a pretty hard line on the distinction he draws between the right and wrong ways to find bugs: Dan's way was to find the bug and to then more or less privately alert the bug-owner (in this case, Sun) in order to give them a chance to prepare for, fix or deny the existence of the bug Dan had found;  he distinguishes this from an activity he refers to as blackmail:  

DW: When I was at Netscape, Ok, there’s this idea now that grad students, y’know, so Wagner and Goldberg started it, Drew and I kept it going, there was an idea now that grad students, anywhere, who don’t know anything, can find bugs and get famous for it.   It was even possible to write special programs that would allow you to find bugs by comparing the official and unofficial versions.  So I could come up with a long list of bugs and then take them to Netscape and say: I have a long list of bugs, give me a stack of money or I’ll go public! But that’s called blackmail.  The reaction from Netscape probably would not be friendly.  In fact, you would likely end up with nothing in the end.

CK:Uh huh. 

DW: Whereas you know, we had given our stuff away.

CK: Um hm.

On the one hand, it's easy for Dan to suggest that blackmail is wrong, and that there are better, more strategic ways to deal with the finding and publicizing of bugs.  On the other hand, it is possible to see just how particular and situated a notion of ethics can become.  The idea of writing a program to automatically generate bugs is a product of a particular time period and context—one which Dan himself has helped to bring about—in the late 90s, when the finding of bugs has been suddenly given an economic value.  It is essentially identical to the introduction of a cash economy where only an informal economy existed before (Sun's gift to Dan).  To put a value on bugs, to, in effect, create a market for finding bugs can only produce one kind of incentive:  he who finds the most bugs wins.  But something about such behavior really bugs Dan: it isn't fair play, but only by some standard of fair play (some set of conventions) that is imperfectly understood, novel and highly situated within the world of bug-finding, internet-savvy computer science graduate students in the late 1990s.  

The point of highlighting these facts is not to impugn any particular person’s ethics (and certainly not Dan’s) but to raise a couple of important questions:

How are "ethical decisions" culturally local and historically specific rather than personal, universal, or philosophical?

What role does "economic incentive" play in ethical behavior-- especially if "economic" is understood to encompass both the informal (gift) and the formal (money) economies of academic and corporate worlds?

If such decisions are in fact local and specific, what kind of pedagogy is appropriate: how should someone like Dan teach his students about right and wrong; especially when things change rapidly, and often as a consequence of your own actions?

