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According to Wallach security is a combination of confidentiality, integrity and denial of service. Confidentiality means that only the people who you want to learn something learn it.  Integrity is that only the people who are allowed to change something able to change it. Denial of service is to prevent people from making the whole thing unusable (866-870).
His definition of security is based upon the “exclusion” of other people who might threaten the system. As he states, the machines must be “secure with respect to some threat model (2327).” “Most of these voting systems are built to be robust against being dropped on the floor, or losing electricity for the election…(2337-8).” But the machines are not robust enough against the bad intentions of human beings. The idea here is not to maintain security through developing a more robust computer/software (as Peter Druschel repeated many times in his interview
) but to eliminate all kinds of threats by not sharing knowledge about the computers with the “bad” guys and/or to keep surveillance over the individuals in general.  This argument implies that every computer is vulnerable and keeping the security is only possible with the control of individuals: “excluding” the “bad” guys and “policing” individuals (and remember Dill’s speech at Rice in which he gives the example of voters who might do anything else behind curtains with the computers. It was kind of interesting to see that his solution is to bring more control over individuals through panopticon-like surveillance systems). In other words, in his definition of security the key actors are individuals (not machines) who can manipulate the machines. 

While talking about an abstract “security problem”, Wallach puts himself in the position of a subject who holds knowledge/power. However, while talking about the Microsoft, he is in the position of a customer who wants to share information belonging to the company: “They never tell you anything about whether, about what, how it works or how widely vulnerable that it is or anything. There is a lot of information Microsoft does not give you (915).” Furthermore, Wallach suggests that “there should be full disclosure (emphasis is mine) (1093)”.   He explains his rejection of auditing machines elsewhere by arguing that he was asked to do that only under a non-disclosure agreement. He believes that the public should know about what they are voting on: “you don’t even know who you are supposed to trust. You are just told “trust us (1789-90).” Therefore, his conclusion is that the election system should be transparent, and companies should share every kind of knowledge with the public. “There is no reason why every aspect of our election system shouldn’t be public and open to scrutiny. And by keeping these things hidden”, “you are hiding weaknesses (2124-28).” But he has already accepted that there will always be weaknesses in the machines (“no software can be perfectly secure (2321)”. If we think of his definition of security, the problem here actually is not the weaknesses of machines but the people who might manipulate them.
There seems to be a disparity in his discussion of security and transparency especially when he speaks from different subject positions, such as customers, voters, and experts. As in his discussion of regulatory capture, Wallach’s starting point is human motivations/human nature. As a matter of fact, what links his arguments of transparency and security is his desire to control the “bad guys”. 
Transparency is being asked from Diebold on behalf of the voters. In many sections, Wallach uses customers and voters as synonyms. Interestingly, his argument sometimes turns into a struggle for democracy (“serving the masses”(1653)) instead of just protecting the rights of the customers. However, a comparison of his different attitudes in two cases such as Sun (which exactly played ball with them) and Diebold  (which was supposed not to play ball with them) shows that his attempt is not just about protecting the rights of customers, but it is also oriented to getting some respect/recognition in return for his “services.” In the Sun case, knowledge was shared just with the company, not with the customers, whereas in the latter, knowledge was shared with the public which certainly brought prestige and fame to Wallach.

� As far as I remember, Peter Druschel formulates his idea of security in a drastically different way. For him, if everyone behaves in the way they should behave, they all win which means they will all benefit from the system. On the other hand, if someone misbehaves s/he will be denied service (also Dan Wallach mentions this) and will be taken out and isolated. Here for me the basic difference between their approaches is that DruschelPeter’s scenario first allows all people play this game or participate into this system, whatever you call it. And then, if someone does something wrong, then the system (not the person) deprives him/her from the benefits of the system. I think that this principle is based upon the idea of “inclusion” instead of “exclusion” as formulated by Wallach. His is a negative definition of “security”. To me, Wallach has a kind of Hobbesian belief that human nature is bad. Therefore, his ideas are more skeptical and built on the possibility of threats, not actually occurred ones. In this system, punishment (not to share the knowledge) is given kind of arbitrarily according to the judgments of Wallach, whereas in Peter’s Druschel’s case, it is given after something wrong is done.





