
SHALL WE PLAY A GAME? Tish Stringer
The beginning of an etymology of “hacker”

905-906

DW: … I don’t want to use the term hacker because that means different things to different people, so why don’t I just say from the security researcher’s perspective…

Dan himself offers us the best introduction for the importance of exploring the term “hacker”.  It means different things to different people.  To some it conjures visions of socially awkward teens, squirreled away alone in a basement working feverously to take out their angst at an unjust world by launching attacks on other computers or stealing private information.  For others it simply means, working, fixing or just being really good at what you do on a computer.  And Dan himself uses it in both these ways, good, and nefarious.  In both of the cases listed here, the person who is called a “hacker” is shadowy and unethical, either because they inflict perceived harm or because they are stealing.  In both cases the “hacker” is opposed to Dan’s more ethical and academic way of doing things.

961-965

DW: Oh, I’m certain that whoever the hacker was who did Blaster thought that their actions were perfectly ethical.  In their own warped worldview.  But, y’know, they were helping some other cause by, by damaging people who were using Windows.  And this is the same kind of logic that y’know, "only bad people get AIDS."  Y’know, replace AIDS with Blaster worm and bad people with Windows machines and it’s the same kind of faulty logic.

2409-2417

DW: … subsequent to our paper, some hacker broke into some Diebold system and carted away a bunch of private email.

CK: So those aren’t the same thing, then?

DW: Those are separate.  

CK: Oh OK. That’s important to know.

DW: Yeah. So some hacker carted away all this, this treasure trove of internal Diebold emails and that’s what’s now being mirrored all over the place.  So I have absolutely no involvement in that. 

I especially like the image here of the hacker as pirate, carting off treasure.  Pirate is a very similar word, having both valued or valorized as well as evil and maligned connotations.  But what do hackers say about themselves?  Are they shadowy figures of doom?  The following definition is from the Jargon File, an online dictionary of terms commonly used in computer oriented culture, “a comprehensive compendium of hacker slang illuminating many aspects of hackish tradition, folklore, and humor.”  The jargon film is edited by Eric Raymond, who considers himself to be an “observer-participant anthropologist in the Internet hacker culture.”  Hence the awkward distant formality that seems to be dangerously close to home.  Eric’s work reminds me a little of the Nacirema , in that style makes it “true”.

From the Jargon File:
hacker: n.

    [originally, someone who makes furniture with an axe] 

    1. A person who enjoys exploring the details of programmable systems and how to stretch their capabilities, as opposed to most users, who prefer to learn only the minimum necessary. RFC1392, the Internet Users' Glossary, usefully amplifies this as: A person who delights in having an intimate understanding of the internal workings of a system, computers and computer networks in particular.

    2. One who programs enthusiastically (even obsessively) or who enjoys programming rather than just theorizing about programming. 

    3. A person capable of appreciating hack value. 

    4. A person who is good at programming quickly. 

    5. An expert at a particular program, or one who frequently does work using it or on it; as in ‘a Unix hacker’. (Definitions 1 through 5 are correlated, and people who fit them congregate.) 

    6. An expert or enthusiast of any kind. One might be an astronomy hacker, for example. 

    7. One who enjoys the intellectual challenge of creatively overcoming or circumventing limitations. 

    8. [deprecated] A malicious meddler who tries to discover sensitive information by poking around. Hence password hacker, network hacker. The correct term for this sense is cracker.

    The term ‘hacker’ also tends to connote membership in the global community defined by the net (see the network. For discussion of some of the basics of this culture, see the How To Become A Hacker FAQ. It also implies that the person described is seen to subscribe to some version of the hacker ethic (see hacker ethic).

    It is better to be described as a hacker by others than to describe oneself that way. Hackers consider themselves something of an elite (a meritocracy based on ability), though one to which new members are gladly welcome. There is thus a certain ego satisfaction to be had in identifying yourself as a hacker (but if you claim to be one and are not, you'll quickly be labeled bogus). See also geek, wannabee.

    This term seems to have been first adopted as a badge in the 1960s by the hacker culture surrounding TMRC and the MIT AI Lab. We have a report that it was used in a sense close to this entry's by teenage radio hams and electronics tinkerers in the mid-1950s.

The jargon file labels the maligned sense of the term actually as “cracker” rather than “hacker”.  In this case, hacker is more of a badge of honor, to be bestowed upon you by someone else.  I find the original meaning of “hacker” as one who makes furniture with an ax fascinating.  It seems to be that someone crafting furniture with an ax, is probably not making very finely detailed furniture but rather going at it in a crude manner.  In either sense of the word, valued or despised, both definitions rely on expert knowledge and skill, something seemingly far from making a chair with an ax.

I found one other interesting related entry for our purposes in the Jargon file:

hacker ethic: n.

    1. The belief that information-sharing is a powerful positive good, and that it is an ethical duty of hackers to share their expertise by writing open-source code and facilitating access to information and to computing resources wherever possible. 

    2. The belief that system-cracking for fun and exploration is ethically OK as long as the cracker commits no theft, vandalism, or breach of confidentiality.

    Both of these normative ethical principles are widely, but by no means universally, accepted among hackers. Most hackers subscribe to the hacker ethic in sense 1, and many act on it by writing and giving away open-source software. A few go further and assert that all information should be free and any proprietary control of it is bad; this is the philosophy behind the GNU project.

    Sense 2 is more controversial: some people consider the act of cracking itself to be unethical, like breaking and entering. But the belief that ‘ethical’ cracking excludes destruction at least moderates the behavior of people who see themselves as ‘benign’ crackers (see also samurai, gray hat). On this view, it may be one of the highest forms of hackerly courtesy to (a) break into a system, and then (b) explain to the sysop, preferably by email from a superuser account, exactly how it was done and how the hole can be plugged — acting as an unpaid (and unsolicited) tiger team.

    The most reliable manifestation of either version of the hacker ethic is that almost all hackers are actively willing to share technical tricks, software, and (where possible) computing resources with other hackers. Huge cooperative networks such as Usenet, FidoNet and the Internet itself can function without central control because of this trait; they both rely on and reinforce a sense of community that may be hackerdom's most valuable intangible asset.

These two definitions taken together, show that the auto ethnographic work of a community self identified as “hackers” defers strongly from the more commonly understood, perhaps media generated, definition of the rouge figure out to do evil from the basement of their parents home.

