Abridged and annotated interview with Assistant Professor Dan Wallach of Rice University.  The interview was held on Tuesday, November 18th. Key, DW=Dan Wallach, CK=Chris Kelty, HL=Hannah Landecker

Interview two was conducted after reading and responding to the first transcript, and the questions and discussion are organized and directed by material we found most interesting in the first case.  Most of the researchers were surprised to hear Dan Wallach characterize his situation with Sun as a "gift economy" so the interview starts there.

Gifts and Bugs

CK:  I thought I would seize immediately on the gift-economy stuff, since you brought it up last time…

DW: Mmm hmm hmm.

CK: And since it was something everybody knew something about, and so…um… you said last time, we were talking about you getting a giant computer from Sun for having found bugs and you said it was like a gift-economy, because I asked whether this was quid pro quo, whether this was a signal from them that said you can have this computer as long as you keep doing things the way you’re doing it, and you said it’s more like a gift economy…

DW: Course, I don’t actually know formally what a gift economy… I mean probably what I know about a gift economy is what I read from Eric Raymond’s “The Cathedral and the Bazaar”…

CK: Probably… that’s the only way it circulates it turns out.

DW: Which may or may not have any correlation to what anthropologists consider to be a gift economy…

CK: Its… sort of… it’s close, he’s not entirely wrong actually, I’ve thought a lot about this actually.  One of the things about gift economy classically is that it’s a constant flow, its not just a “I give you a gift you give me a gift” but what it does it creates an obligation between people, it creates a relationship, and can actually include more than just two parties… it was a way of theorizing society originally, that it included everybody, and so I give you a gift, you give Hannah a gift, Hannah gives some one else a gift and it produces a social bond between all of us, right.  But the question that came up was, we wanted to know what the difference is, in some ways, between say working for a company that pays you to find bugs and maintaining the kind of impartiality that the University gives you to find bugs for whoever.  Now you still clearly have a relationship with these corporate entities, but they’re not paying you to find bugs.  So what you gain from maintaining this impartiality, why not go work for a company and find bugs, where you could presumably be paid better?

DW: Well the university pays me quite well, better than many of these companies might.  And it’s not all that exciting to continue looking for bugs over and over again.  If that’s your job, then that’s what they expect you to do.  To keep finding bugs, and that’s a real drag.  The hope--which may or may not have any correlation to the reality--the hope is that you find a bunch of bugs and convince them that  there’s something broken with their process and therefore they need to build a better system such that you won’t be able to find bugs anymore…that’s the hope.

CK:  Is that the exciting part? Re-building the system, or coming up with a better way of doing it?

DW:  So there are two exciting parts, the first exciting part is realizing that there’s something broken-not just with the software but with the process that created the software.  That the people who made the software didn’t understand the ramifications of what they were doing…and here’s an opportunity to convince them that they need to take security more seriously, and what have you, and maybe you need to convince them by demonstration, because other things don’t work as well.  And once you’ve convinced them, then in theory they’ve learned and they’ll go off and do the right thing, and now you can move on to, either another target, or…I mean, I have a whole talk about this… My research pipeline is Step 1. Find Bug Somewhere, Step 2. Write a paper about it. Step 3. Build a better mousetrap, which is what every other academic in the world does, and then Step 4: Look for a new victim.  So that’s my research pipe.  Finding bugs is a nice way of motivating the rest of the work.  If anything it helps convince the rest of computer science academia that, when I’m writing a paper that says “Here’s how to do better Java Security” I’ve already convinced them that Java Security is a problem.  Whereas if you go straight to step 3, they’re like: “Hey why are you wasting our time on this, why is this a problem?”  I didn’t realize this when I was doing it, but it all makes perfect sense now.  It’s analogous actually to phone companies selling services to help people call you up at home at 9pm when you’d rather be eating dinner, and then selling you services to block the people from calling you. (Laughter).  I mean you create a market for your own products… So, it’s sort of an academic variant on the same theme. 

Corporations, impartiality and Dan-as-Super-hero

Dan's involvement in the Diebold e-Voting machines controversy, which is a substantial part of this transcript, is a natural point of comparison for us.  The question of who Dan is protecting, or serving seems to be a less than obvious one. 

CK:  Do you think that by focusing on commercial products and products that are out in the world rather than on academic projects, other, you know, your peers and other things, that you risk compromising the impartiality that you have here, in the university?

DW:  Do I risk compromising my impartiality by looking at commercial vs. non-commercial products?

CK: Yeah.

DW: I don’t think so, ‘cause I also look at non-commercial things. I’ve been working with Peter Druschel on security for peer-to-peer systems, and we’ve been looking not the commercial peer-to-peer things like Kazaa or Gnutella, we’ve been looking at our own homebrew stuff—Pastry and various other things built here in house.  So that’s an example of where I could have gone out an beaten up on the real world systems, but instead I was beating up on our local ones, cause the real-world ones are too easy to beat up on.  Not enough challenge there…they were never designed to be robust, so instead we’re beating up on our own systems.  So…

CK: So do you think you can then say that you pick commercial products based one whether or not they have some claim to being robust or secure?

DW: I s’pose.  There’s no fun beating up on an easy target.  And it’s better to… hm. What’s the way to say this? (Computer makes a bleeping noise, as if in response).   That isn’t the way to say it. (Laughter and cackling).  If it’s a matter of expectations, if the people who are using the system have an expectation of security, and that expectation has no grounding in reality,  then that makes it an interesting system to analyze.  The emperor has no clothes.  (Computer makes another noise). I am gonna shut this thing up now.  Ok. (Laughter).  So it has nothing to do with what’s commercial and noncommercial. It has to do with, where do a substantial number of people have expectations that aren’t met by reality.

CK: It makes sense. So I think sort of partially related question to this, that is you mentioned last time that part of the ethical issue in doing this kind of work to the commercial companies is learning how to maintain a good relationship with them. Right?  Like learning how to release the results in a way that isn’t damaging to them but still…

DW: The companies are actually secondary to their customers.  I mean, if I damage a company, you know, I’m sorry.  But if the customers who are dependent on their products are damaged by something that I did, then that’s a problem.  So do I really care about Diebold’s financial health?  No. Do I care about the voters who are using Diebold Equipment?  Hell yes. I care about the democracy for which Diebold has sold products.  I could really care less about Diebold’s bottom line.  And particularly since they have not exactly played ball with us, I feel no particular need to play ball with them. 

CK: Right. So you don’t always need a good relationship then.  By good relationship you mean you don’t wanna hurt the people that they are trying to serve as customers. 

DW: Yeah. I, if you will, I serve the masses, not the…. choose your favorite like Marxist term, “bourgeois elite” [laughter]. 

CK: Running Dog Lackeys of the Capitalist Elite? (Laughter).  Alright.

The example of blackmail and the distinction between good and bad bug hunting. 

CK:  When we talked about it last time, you had used, as an example, the idea of blackmailing a company with a list of bugs.  You suggested there was a system that allowed one to exploit something that was, I suppose, in some way the good will of Sun [Netscape], you know, “find us a bug and we’ll pay you.”  So, um, is there a clear line for you between the place where, um, uh, finding bugs turns into a kind of exploitation of a process? Or is it something that you kinda feel, and have to know intuitively by case by case?

 DW: It's hard to make a real generalization. I think when you are doing something whose sole purpose seems to be line your own pockets… then…of course that’s capitalism. Right?  But in this case, it seems that… it's just blackmail, I shouldn’t have to, it’s clearly unethical.  You know, blackmail in the traditional world. You know… Give us money… “give us a lot of money or your daughter dies,” you know that sort of thing.  It is not just unethical it’s illegal… . I guess I worry about who gets hurt.  And well, I mentioned earlier that I obviously have no love lost for a company like Diebold. I am not trying to hurt them. I am not deliberately trying to injure them. I am trying to protect all of their customers. And if that requires fatally wounding Diebold to protect their customers, that’s fine. So in the context of Java, protecting all the millions of people surfing the web is what it’s all about.  And if it’s more effective to protect them by wounding the vendor, then that’s fine. If it is more effective to protect them by helping the vendor, then that is preferable. Because the vendor has a lot more leverage than I do. The vendor can ship a new product. You know, it would be great if Diebold, if I could somehow talk them into having this epiphany that they’ve been wrong all along.  But we guessed quite possibly correctly that Diebold wouldn’t be amenable to having a friendly discussion with us about our results.  We assumed, without any information but almost certainly correctly that if we’d approached Diebold in advance they would have tried to shut us up with a cease and desist before we ever got out the door.  And had they done that, that would have been more cost more, effectively more injury to their customers, who actually we care about. So therefore, that was how we came to the decision that we weren’t gonna talk to Diebold, we instead just came right out the door with our results.

After the 2000 Elections, Congress passed the "Help America Vote Act (HAVA)" which was designed primarily to upgrade the voting infrastructure after the national trauma of dealing with hanging and pregnant chads.  From Dan's standpoint this act was basically a Giant Handout to companies like Diebold, ES and S, Sequoia, and smaller firms such as Hart Intercivic (which makes Houston's eSlate voting machines.  Dan has a theory about why the machines are built the way they are, and it is a combination of small-mindedness, incompetence, and hatred of paper.  Dan's explanations also draw in an usual term whose origins are far from computer science "regulatory capture".

DW: [After HAVA] the states had money, federal money, a one time shot to buy new gear, and there was this perception that paper is bad, therefore lack of paper is good. And, oh by the way, whenever you talk to an election official, the people who manage elections for living… they hate paper.  It weighs a lot, you have to store it, you know, if it gets humid, it sticks, and oh god it can be ambiguous.  So, they would just love to do away with paper and then you have these vendors who of course will sell whatever their customers—which is to say election officials—want to buy.  Regardless of what the real customers—the electorate—would prefer to use.  The electorate doesn’t matter at all, of course, it’s all about the election officials. I’m letting a little bit of cynicism seep into the discussion here.  The checks and balances are supposed to come from these independent testing authorities.  But it comes… are you familiar with the concept of regulatory capture….

CK: It sounds fairly obvious but explain to me.

DW: So the concept is… We see this a lot with the modern Bush administration, where “oh, all you polluting people, why don’t you figure out your own standards and regulate yourself.” Or if there is federal organization that’s responsible for setting the standards and who are the people setting the standards but the people who are been regulated.  You know, if they’re setting their own standards, if they’re defining what clean means in their own terms whether that is you know, smoke stack emissions or auto emissions, or all the other things the EPA is messing up right about now.  That’s an example of regulatory capture. You know, where the people who are being regulated have effectively taken over the people regulating them.  So the voting industry has that problem in spades. What standards there are, are weak; the people who certify them don’t know what they are doing and federal election commission standards that are meant to be minimal standards, like, God anything ought to be at least this good, are considered to be maximal standards instead, you know, anybody who has passed this bar is worth buying.  Everything is completely messed up. So the checks and balances that are supposed to keep this simplification feedback loop between the vendors and their customers, the testing authorities that are supposed to balance that out, aren’t.  So that’s the state of affairs that we’re in, plus this huge injection of money.  Election officials don’t understand computer security, they don’t understand computers. They don’t know what a computer is. They still think that computers are like The Jetsons or something.  Or maybe they think it’s like what they see on, you know know, Law and Order…. 

As is clear in other parts of this transcript,  part of Dan's activism relies on his exquisite management (or strategic uses) of his reputation.  In the case of the Voting controversy, Dan explains how this figured in.  In the absence of any actual machines or source code to evaluate, Dan can only insist, based on his credentials, that the machines are insecure.

DW: So, Jew Don Boney [former mayor of Houston invited two national experts and apparently Peter Neumann (of Stanford Research Institute) didn’t actually want to bother to fly out  to Houston.  Instead he said “Well there’s that Wallach guy, he knows a little bit, he’s a good security guy…give him a call”. They ended up getting all three of us, and that was my first exposure to these voting systems. And  right away I clued in to this lack-of-paper problem.  In fact I was opening their system and pulling out this flashcard and waving it in front of City Council saying “Look, I can do this, so could somebody else…this is bad.”  But of course, nothing happened, and we bought it anyway.  I think it got a brief internal mention in the Houston Chronicle.  I tried to sell a story to the Houston Press and they weren’t buying it. They did eventually run a story written by, who is this guy, Connelly? [Richard Connelly] In The Houston Press column where they rip on local politicians, he  had an article saying how, you know, Grandma wasn’t going to be able to comprehend this thing, written tongue in cheek. And I  wrote a letter to the editor and even though I mercilessly hacked it down, because I knew that they tended to have very short letters, they still hacked my short letter down to the point where it was almost incomprehensible and didn’t have any of my attributions, it just said Dan Wallach, Houston, TX.   As opposed to Professor Dan Wallach, Rice University.  Normally when it’s a letter from an expert, they usually include the affiliation. So they sort of denied me my, they denied my affiliation, which pissed me off.  And that was about it in terms of my voting involvement. You know, Hart Intercivic won that little battle, and I  got to learn who on the City Council had a clue and who on the City Council was clueless. I got to learn that Beverly Kaufman, our County commissioner is … (silence) … insert string of adjectives that shouldn’t be printed.  I can’t think of any polite thing to say about her, so I’ll just stop right there. 

CK: Did they at any point actually let you look at these machines or anything, or was it just like, you’re an expert on security, so will put you on it?  

DW: The latter, you’re an expert on security.  Here they are sitting in front of you.  At the time I had challenged Bill Stotesbury by saying "I would like to audit these machines, I would like to read their source code."  They said “only under a non-disclosure agreement.” I said “No way,” They said, “No deal.”  I mean they would be happy to let me look at their source code under a non-disclosure, but that means I can’t tell anybody else the results and that violates the point of me wanting to look at it, which is to, that the public should know about what they’re voting on.  That’s the whole point of doing an audit, it seems to me.  Although, it turns out that these independent testing authorities that I mentioned, their reports are classified.  Not military kind of classified, but only election officials get to read them.  They are not public.  So you joe-random voter wanna, you know, are told “Just trust us! It’s certified.”  But you can’t even go…not only can’t you look at the source code, but you can’t even read the certification document.  So you have absolutely no clue why it was certified, or you don’t even know who you are supposed to trust.  You’re just told  “trust us.”  Needless to say, this sets off all kinds of warning bells in the back of my head.  But there’s very little I could do about it. 

Over the course of the next year and a half, other CS professors started to take note of the problem.  In particular, Stanford Computer Science Professor David Dill started to take note.  Dill's career was built on work in formal verification (See interview with Moshe Vardi for info on formal verification), the subject of our interviews with Moshe Vardi.  In this case however, verification was moot, because he recognized, as Dan had, that the machines were designed in such a way that no one could practically verify them in any meaningful way.  Dill lives in Santa Clara county.

DW: So Santa Clara county was trying to decide what it was going to buy and Dill, like any other educated computer scientist said; “what do you mean, there’s no paper?  The software could do the wrong thing.”  It’s intuitively obvious to a computer scientist that this is a bad thing – having all this trust placed in software, because software is malleable.  So Dill was somewhat late to the party, but boy, he is an activist.  I mean he’s a very competent activist.  And he’s he was on sabbatical at the time.  So he just threw all of his energy behind this voting issue, and, from nothing, to being one of the premiere experts in the area. Because it’s not really that deep of an area to get an understanding of.  So Dill contacted Peter Neumann and Rebecca Mercuri, existing experts in the area, and they also put him in touch with me and we wrote an FAQ all about why paper in your voting system is a good thing, and why we’re advocating on behalf of this voter verifiable audit trail. So, we wrote that FAQ, it was originally something that was meant to be submitted just to the Santa Clara County people who were making this decision.  But somehow they managed to suck Dill into the nationwide issue and he set up this, I think it’s verifiedvoting.org.  And… basically he’s turned his sabbatical issue into a crusade and he’s very competently using his mantle of Stanford professor.  He’s leveraging his prestige in all the right ways.  

In addition to David Dill, an activist named Bev Harris appeard on the scene, with what appeared to be the source code to one of Diebold's voting machines.  Dan here tells the complicated story of how he and his colleagues at Johns Hopkins decided to produce a report detailing the flaws with this "illegally" obtained source code. 

DW: So a number of other activists got involved in this issue.  A very curious woman named Bev Harris out of Seattle, claims that while she was Google searching, she stumbled across a Diebold FTP site that had gigabytes and gigabytes of crap there for the downloading.  Is that actually true?  I don’t know.  It really doesn’t matter, because it was there and she grabbed it all.  And in July of 2003, she had written sort of an expose, explaining how the “GEMS” Global Election Management System, the back end computer with the database that tabulates all the votes.  She explained exactly how simple it was to compromise that machine; it just used a simple Microsoft Access database, no passwords, if it was online, anyone on the Internet could connect to it, edit the votes, no audit log, or the audit log that there was was easy to work around, etc.  And at the same time, she had announced that, "Oh by the way, here’s a website in New Zealand that has all those gigabytes of original material that somehow was liberated from Diebold."  That was intriguing. 

CK: (Laughter). 

DW: So Bev Harris subscribes to conspiracy theorist opinion that clearly that these voting machines are being used to compromise elections and here is further evidence of the evils of the Republicans, what have you. And the problem with that sort of an attitude, is whether or not it’s true, it tends to make [disbelieve you].  So Dill said, "This is an interesting opportunity, here’s all this code."  And we could try to leverage that whole academic prestige thing into making a statement that can’t be as easily ignored as things that Bev Harris does herself.  So Dill started shaking the grape vine, and ended up organizing a nice group of people to do the analysis.  It was a initially a much larger group, including the people at Johns Hopkins, people here, some other folks in California, and we got the EFF (Electronic Frontier Foundation) involved very early to help…  One of the things that we learned as a result of the earlier SDMI work is that it’s very, very important to dot your i’s, cross your t’s, to understand exactly the ramifications of everything that you do, to cover your ass properly, in advance of any lawsuit.  Another important lesson we learned at the time, is that if you’re gonna do research that might drag your ass into court, get your university counsel onboard BEFORE you do anything. [In the case of SDMI] I didn’t go to talk to Rice Legal until the cease and desist letter had shown up, and the day I walked over there, they were having Richard Zansitis’s (Chief Legal Counsel) welcome to Rice party.  Welcome to Rice… help! 

CK: [Laughter].  

DW: So this time, I was sort of slowly ramping up, getting my research group ready. I made sure everybody was comfortable with the legal ramifications of what they were doing.  There were still some legal risks involved so I made sure everybody was cool with that.  Meanwhile, the Hopkins people were racing ahead, Adam Stubblefield and Tadayoshi Kohno were busily pulling all nighters analyzing the code, and Avi Rubin calls me on like a Thursday or a Friday, and says "The state of Maryland just announced they’re purchasing 56-odd million dollars worth of Diebold gear, we’ve gotta get this out the door, like now."  And I still haven’t got Rice Legal to buy off. Rubin: “It’s gonna go out the door in like a couple days, do you want your name on there or what?”  "AAAh."  So, we go chugging down to Rice Legal, I’m like, "I need an answer, NOW."  

CK: They knew about this they were just like trying to figure out what to do?

DW:  Well, yeah. So this was like August.  August in Houston, nobody’s here.  My department chair, out of town.  Legal Counsel, out of town.  President out of town.  Dean of Engineering, out of town.  So, what ended up happening was, I ended up putting together a meeting, where I had the Associate Dean of Engineering, the Vice Provost and the acting CS Chair, and One member of the Rice legal office, conferenced in with Cindy Cohn from the EFF, she’s their head counsel, director, whatever, she’s the big cheese over at the EFF.  And I got her and Rice Legal Guy on the phone.  Rice Legal Guy was skeptical in advance of this conversation.  He’s like, you know, violation of a trade secret is a class C felony in Texas.  Go to jail.  You wanna do that?  So he was, he was very skeptical.  And I got him and Cindy on the phone together.  And the rest of us were sitting around listening to the speaker phone.  Rice Legal Guy and Cindy—after they got past the "hi nice to meet you,"—very quickly spiraled into dense legalese.  The rest of us could understand there was a conversation going on, and could pick out lots of words that we understood, but it was clearly a high-bandwidth legal jargon conversation.  And, at the conclusion of that conversation, Rice Legal Guy said, “Go for it.”  Well, actually, he didn’t say that, he said, “I’m gonna go talk to the President.  Rice Legal Guy briefed the President and the President's  opinion was;  "This is core to what the University’s about, the University will support you."  I knew I could do whatever I want—it's academic freedom, the University couldn't stop me, but what I was asking, was I wanted the University to stand behind me.  What I wanted was, if the President were ever called by somebody from the press, I wanted him to say, “We support Wallach.”  

CK: Right.

DW: And all this was happening concurrently with Avi Rubin and company talking to a reporter from the New York Times, before I’d even got the sign off from Malcolm.  And in fact the original New York Times article didn’t mention Rice.   It was unclear, and, by the time we told the reporter, yes Rice is one of the co-authors, it was too late.  The article was out of his hands into the editor’s hands, and oh by the way, the editors hacked the hell out of the story.  Hopkins had thought they’d negotiated in exchange for an exclusive, that they’d get page A-1, front cover.  And then you know, something blew up in Iraq, or whatever, and we got bumped to like page A-8 or something, on the front of the National section, which is buried inside, we weren’t happy about that.  But, dealing with the media is another topic entirely.

The actual paper that Dan wrote with Avi Rubin, Dan (and CK's!) former student Adam Stubblefield and Tadayoshi Kohno was based on the material that Bev Harris had found on an open server.  In this section, Dan talks a little about the mechanics of conducting research on such material.  

CK: Maybe you can talk a little bit about what was involved with getting a Diebold machine, doing the research…

DW:  We never got a Diebold machine.

CK: You never did…

DW:  I’ve still never touched one in person.  

CK: Ah.

DW: Never.  What we had was the source code to a Diebold machine.  So, the, the legal decision hinged on what we could and could not analyze from this chunk of stuff that we’d downloaded from this web-server.  This is complicated.  There were all kinds of different files.  Some of them were just, you could read them directly, some of them were in encrypted zip files.  Zip encryption is not very strong, in fact the passwords were posted on some website.  And they were people’s first names.  So, it wasn’t like we didn’t have the technical ability to read any of these files.  But the legal analysis hinged on three different theories of how we could get into trouble.  [First] Copyright.  Just straight old boring copyright.  Well, if we shipped our own Rice voting machine using their code, that would be a clear violation of copyright.  But, reading their code and quoting from it, that’s fair use.  [Second] DMCA.  The only DMCA theory that could apply is if somehow there was an anti-circumvention device that we worked around.  So, encrypted zip files are kind of like an anti-circumvention device.  So, the legal ruling was, don’t look at those.  Not that you can’t, just don’t.  And the third theory was that we were violating their trade secrets.  Now a trade secret as it happens is an artifact of state law, not federal law.  So it’s different everywhere.  And in Texas in specific, violation of trade secret, and the definition of what it means to violate it is this complicated thing.  Which was sufficiently vague for us that it would really come down to a judge.  But violation of trade secret is a class C felony.  Go to jail. 

CK: Right.  But in Maryland? 

DW: Maryland it’s not.  Maryland it’s a civil issue.  Texas it’s a criminal issue.  So these things vary by state.  Maryland has other intellectual issues.  They have UCITA.  Which is this DMCA extension of doom…  So, the conclusion was, that the trade secret issue was only an issue inasmuch as it was actually still a secret.  But here it was on a website in New Zealand, where the whole world could download it, and it was very publicly announced that it was on this website in New Zealand, and had been there for about three weeks at the time that we were forced to make a decision.  Cindy Cohn called the New Zealand ISP saying, “Have you gotten any cease and desist letters?” And they said, “No, and we have what on our website?” (laughter).  So that told us that Diebold hadn’t been taking any actions to protect their trade secrets.   As a computer scientist you think:  either it is or it’s not a secret.  That isn’t the way lawyers think.  Lawyers think, that it’s kind of a secret, and how much of a secret depends on how much effort you spend to defend the secret.  So if you aggressively go after those leaks, and try to contain it, then you can still make a trade secret claims, but they’re, they’re diluted somehow, but they’re still valid.  But if you’re not taking aggressive steps to stop it, then it’s not, it loses its secrecy.  But there was still some vagueness.  And that was the, the calculated risk that we had to take. That we were prepared to do the work despite that calculated risk, and were, and, EFF was signed up to defend us in the event that we landed in court based on that.  And you know, that, like I said, you know.  So, our decision was to go for it.  The Vice Provost remarked while we were in this meeting that in his whatever 20, 30 years at Rice, it’s the most interesting decision he’d ever been involved in.

CK: Hm.

DW: I’m not sure what that means.  And this guy’s a biologist.  He’s involved in all sorts of whacky ethical decisions that those guys have to make, right? 

CK: Right.

DW:  Is it ethical to stick hot pokers in mice.  Cute little rabbits.   Our decision was that reading the source code was close enough to being in you know legally OK, that the risk was acceptable.  

CK: Right.  But back up a second, I mean, is it from security researcher’s standpoint, is it sufficient to have only the source code to do this research? 

DW:  Diebold would say no.  We would say yes.  In our paper, we had to say in several places, "We don’t know how this would exactly work, but it would be one of these three ways and no matter what, it would still be vulnerable because of this."  So our paper had a number of caveats in it, but despite those caveats, our results were absolutely devastating to Diebold.  So in addition to all the usual sorts of editing that happens to a paper before you ship it out the door, we also had Cindy Cohn reading over the paper, and mutating our language in subtle but significant ways.  In fact, one of her, one of her sort of subtle additions, had to do with our overall stance.  She’d end the sentence along the lines of, you know, this system is far below the standards of any other high assurance system.  Far below what you’d expect for anything else.  I forget her exact words, but I saw that sentence quoted extensively.  She’s good.   So our paper was, it generated quite a splash.  Particularly coming only three or four days after Maryland had announced this 56-odd million dollar deal with Diebold.  As a direct consequence of our paper, the Maryland state government commissioned an independent study with a vendor who we since think might have had a conflict of interest.  That’s SAIC.  And SAIC’s report which took them like a month to write, they reached, the full report was 200 some pages.  The Maryland State government then redacted, excuse me, redacted it down to about 40 pages.  And even from what we could read, it said, there are some serious problems here.  And then the Maryland officials said, "It’s great!  We’re gonna go ahead and use it."  And we’re like, "it doesn’t say you should go ahead and use it.  That’s not what that says!"

Dan's discussion of electronic voting systems is dense with problems of transparency, interests, conflicts of interest and the question of whether democracy requires complete openness at a technical level.  

DW: Diebold went after us every which way they could.  All of which was wholly without merit.  There… Avi Rubin as it turns out, is on a number of technical advisory boards, including for a company called VoteHere.  

CK: Um hm.

DW:  Which was trying to sell software to firms like Diebold to put in their voting hardware.  And they had just announced a deal with Sequoia, one of Diebold’s competitors.  So, an independent reporter had figured out that Avi had this potential conflict of interest, and Avi had literally forgotten that he was a member of that advisory board, because they hadn’t contacted him, you know, nothing, he had no financial benefit.  So he disavowed the whole thing, gave them back their stock, resigned from that technical advisory board, but it’s, it’s common in responses that we’ve seen, where they try to say that our work has no merit because we had a conflict of interest.  We hear a lot of that.  What we don’t hear is how many of these election officials were given campaign donations by members of the election industry, like Diebold.  There’s a certain amount, not a certain amount, there’s a vast amount of hypocrisy…in terms of conflict of interest accusations…There’s no reason why every aspect of our election system shouldn’t be public and open to scrutiny.  And by keeping these things hidden, you’re not, there’s no hidden strength that you’re protecting.  What you’re hiding are weaknesses…

In the previous inteview, we noted Dan's interest in watching what he says, and the difficulty of controlling a message.  Here (and again at the end of this tape) he addresses it directly.

HL: It’s so interesting hearing about all the things you have to learn that you would think that a computer scientist would never have to learn. You're learning the intricacies of wording, of things that you know are going to be really high profile, you’re learning the intricacies of state law about trade secrets…what’s the experience of—all of a sudden having the kind of work that you do with technical objects tied into to all of these legal and political issues?

DW: Honestly I think it’s a hoot.  The Rice Media Relations office, this is mentioned in the transcript last time, I  mentioned I was going there to be briefed, yeah they were gonna teach me how to deal with the media,  they set up a video camera, and they interviewed me about voting security, and then we sat down and watched the video tape.  And they were pointing out things that I could have done better, how I could have kept my answers more precise.  They told me all these things that I never would have thought about, like on TV, the question from the interviewer is never aired cause they’re always cutting things so tight.   So it makes sense why politicians never actually answer the question that was asked of them, cause they know that the question is hardly ever gonna be heard next to the answer.  So instead they stay on message. And so now I know how to stay on message: have your 3 points, know what they are, be able to state them precisely, the better you know them the less you will say Uh Um Oh etc.

CK: Right.

DW: So I got briefed in all that, and then I read my own transcript and horror of horrors, I’m reading myself doing all the things I’m not supposed to be doing!

HL: But we’re not journalists.

CK: So we actually don’t care if you do that.  We’re actually, as anthropologists, we’re diametrically opposed to journalists, we prefer the long meandering story to the, to the simple points, cause there are always simple points, we can get simple points from the media, what we can’t get is the complex point…

DW: Well, I’m hardly as refined as a modern day politican is.  So I don’t think you should be too worried about me overly filtering what I’m saying.   But, I don’t like to see what I say being as ungrammatical as it can be.  So the experience has been… every computer geek is fascinated by where technology intersects with public policy and the law.  The DMCA really raised a lot of people’s consciousness.  These election issues are a regular issue on Slashdot.  I mean Slashdot’s a good barometer of what matters to your friendly neighborhood geek.  And intellectual  property law, is actually very intriguing to your average geek, even though to the general population it’s almost entirely irrelevant.  And especially when that technology intersects with things like, "god-dammit I want my MP3s!"  And when you start saying no I can’t have my MP3s, instead I get whatever stupid crap system you’re pushing because it will somehow make it more difficult for teenagers to pirate music.  That pisses the technologist off. And turns them into some kind of an activist.  

HL: So does that mean that you enjoy these experiences so much that you would continue to actively seek out things which happen at this intersection of technology and public policy of is the type of work you do just inevitably going to lead you to…

DW: Mmm.  That’s a curious question.  I don’t say…I don’t think seeking it out is the right answer, but it seeks me out.  This election stuff, definitely…the people who were more involved, people like David Dill and all them, literally sought me out, and said "we need help."  And I can’t say no to something as good as that.  Most of my work is boring academic stuff that ten people in the world care about, just like what most academics do.  I mean…you go look at my vita, and you’ll see, most of my papers have nothing to do with tearing down the Man (laughter).

Dan's definitions of ethics, and the relationship to his "academic" "boring old technical stuff" 

DW: When something as topical and relevant as this comes along, I certainly think now that it’s part of my duty to do something about it.  In the same way that I imagine that the folks over in political science work on things that are much more obscure, the economists…you know if you’re an economist and you spend all your time you know studying the widget economy, and then somebody comes to you and says: what do you think about the recovery? Is it real or not?  You know, it’s not really what you’re working on and publishing papers about, but you know, you know enough about macroeconomics and you can read the paper probably better than other people and read between the lines, and you can speak with some authority, so you do. So in the same way, I feel I’m doing exactly what the rest of those folks do. 

CK: Mm hm.

DW: Which is unlike what most computer scientists do. I mean  computer scientists as a bunch Are anti-social. Very, very few computer scientists do well in front of a camera…I’m learning.  My advisor Ed Felton was a master. He wasn’t when we started, but he developed into it, and got very good at it.  Ridiculously good.  And… in a certain sense I’m following in the footsteps of my advisor. Seeing that I can build a successful career, I just have to maintain a balance between meaty, technical, nerdy stuff and…ethically ambiguous stuff. 

CK: Well, one of the things you said in the last interview that everyone seized on who read it was this phrase “doing the right thing ethically is almost always doing the right thing professionally,” and I think it’s interesting, in terms of computer science, all the obscure work tends not to fall into that hopper because maybe there’s occasionally there’s the same kind of ethical issues, but I think what you were referring to was these more high profile ones…

DW:  Yeah, I guess what I probably meant to say with that quote was, when we’re talking about boring technical things, “look I made a web server run 10% faster,” there are no ethical dilemmas there, but when you’re talking about publishing a paper that criticizes a major voting industry firm, now there are some ethical questions that you have to resolve.  And, you have to make some decisions about what you’re going to do.  And in terms of the question of what’s right ethically and what’s right professionally – what would it mean to do the wrong thing professionally?  Well, you know, I could have tried to blackmail Diebold, I could have tried, I could have just ignored university council’s advice and done other things – there’s a lot of different ways I could have approached the problem.  But the way we did approach the problem produced results that, professionally people have applauded us for, and everything that we did was very carefully reasoned about, , with lawyers and the works to make sure that it was legal and ethical and all that.  The earlier drafts of the paper had much more inflammatory language than the final paper that went out.  Is that an ethical issue?  I’m not sure, but by keeping a very cool professional tone, it helped set us apart from the conspiracy theorists and gave our voice more authority.

CK: Mm-hm.

DW: One of the things my fiancé criticized me about, rightfully, some of my early interviews, I would use phrases like, “these voting machines are scary,” she was like, “scary is, like, a juvenile word, that’s a word that kids use.  Say, these voting systems are unacceptable.”  And simple changes in the wording – to me, ‘scary’ and ‘unacceptable’ are synonyms, but to the general public, those words – scary is a juvenile word and unacceptable is an adult word.  You know, unacceptable hits you in a way that scary doesn’t.  On my door, I’ve got a copy of This Modern World, by Tom Tomorrow, where he had Sparky his penguin dressing up as a Diebold voting machine for Halloween – because it’s scary.

CK:  Well you mentioned last time too, that the voting thing has made you pay a lot more attention to your words because – I love the example where you said, “we found a flaw, that’s great, wait, no that’s bad!”  Like, part of it seems to me to be the good and bad thing, but also this is particularly fraught because of the Republican/Liberal or the Republican/Democrat or any of those things.  Can you say more about your problem with watching your words?

DW:  Well you will never in public see me say anything in support of or against a political candidate of either stripe now.  Of course I have political opinions, but you’re not going to hear me say them, because…I absolutely have to be non-partisan, it’s a non-partisan issue.  And I don’t care who you want to vote for, you should, if you believe at all in our democracy you should believe everyone gets exactly one vote, and those get tallied correctly.  As it turns out, I’ve never actually registered for a political party.  Now I can actually say, good thing, “I’m non- partisan.  I’m not a Democrat.  I am not a Republican.”  

CK:  And in terms of the technical analysis, does it descend to that level too?

DW: [It’s important…yeah…yeah] I mean technically it’s important for me to be able to say, you know, this is a machine, these are its goals, this is the security threat it has to be robust against.  It’s not.  And I need to be able to say that in a very clinical fashion.  Have people used it to compromise elections?  I have no clue.  Is it technically feasible?  You bet.  And that’s where I have to draw the line.

CK:  Sure – but even in saying that it’s technically feasible don’t you – this is like imagining how to be a really good bad guy, don’t you have to be able to imagine some specifics?

DW:  Oh sure, and we go into a lot of those specifics.  Yeah we hypothesize, perhaps you have a precinct that’s heavily biased in favor of one candidate over the other.  If you could disable all those voting machines, you could disenfranchise that specific set of voters and swing the election to the other candidate.  When I say it that way, I’m not talking about the Democrat and the Republican.  In a paper that we just shipped this weekend, it was a demo voting system that we built called Hack-A-Vote, to demonstrate how voting systems could be compromised.  In fact, it was a class project in my security course.  Phase One, the students were responsible for adding Trojan Horses to the code.  Their assignment was:  you work for the voting company, you’ve been hired to compromise the election, do it.  And then Phase Two:  you’re an auditor, here are some other students group projects, find all of the flaws… can you do it?  So in that assignment I put students in both roles within the same assignment.   And we wrote a paper about that assignment and one of the things we were very careful to do in…we have some screen shots… in the initial version of the paper one of my students had just gone and figured out who was running in the 2000 presidential election and had Gore, Bush, Nader, etc.  I said, “nope, get rid of it.”  We have another set of ballots where we have the Monty Python Party, the Saturday Night Live Party, and the Independents, so you could have an election between John Cleese and Adam Sandler and Robin Williams.  And, that’s something that lets you avoid any sense of partisanship.

Perfect Security.  The notion of a "threat model" sheds some light on the way computer security researchers think about security.  Perfectly secure is a pipe-dream, but relative security is not.  

CK:  Do you have a sense that software can be perfectly secure?

DW:  It can’t.

CK:  It can’t?

DW:  Ever.  

CK:  So how do you formalize that as a researcher, how do you, is it always just a contextual thing, or, is it “secure in this case?”

DW:  Well, secure with respect to some threat model.  You can build a server that’s secure with respect to people trying to communicate with it over the network, but can you build it secure with respect to people attacking it with a sledgehammer?  Probably not.  That’s a threat that’s outside of our threat model, so we don’t try to do it.  Although for some systems that is part of the threat model.  Military people worry about that sort of thing.

CK:  So is part of the problem then in terms of dealing with corporations who have software they’re selling to customers trying to figure out what their threat model is?  

DW:  Well part of the problem is when industries – the threat model they’ve built the system to be robust against, isn’t the threat model it’s going to face.  Most of these voting systems are built to be robust against being dropped on the floor, or losing electricity for the election, and you can put a big lead acid battery in there, and you can test it by dropping it on the floor ten times and you can build a system that’s physically robust against those sorts of issues.  But if your threat is that somebody tries to reprogram the machine, or if your threat is that somebody brings their own smart card rather than using the official one, they didn’t appear to have taken any of those threats seriously, despite the fact that those are legit threats that they should be robust against.  What galls us is that the answer is so simple, it’s this voter-verifiable audit trail.  Once you print it on paper, then your software can’t mess with it anymore, it’s out of the software’s hands.  And the voter sees it and the voter says, yes, that’s what I wanted or no, that’s not what I wanted.  That means you don’t care if the software’s correct anymore.  What could be better than that?

CK:  Really.  You’ve just given them free reign to write the crappiest software that they can.

DW:  Yeah, now you’ve designed the system where they can write crap software!

CK:  All you need to do is have a print button!

DW: So to me it’s obvious, but somehow that doesn’t work.  And why it doesn’t work is some complicated amalgam of whiny election officials who don’t want to have to deal with paper, poorly educated election officials who don’t want to have to lose face over having made a very bad decision.  Similarly, vendors who don’t want to lose face after having told the world that their systems are perfect, and this whole, you know, voting-industrial-complex where the whole process from soup to nuts is simply broken, too many people have too much invested in that process, and we’re saying that the emperor has no clothes.  And saying it in a cool, professional, technical language.   Hopefully sends chills down the right peoples’ spines.  Of course what we’ve found is, in fact, that isn’t enough, we have to go out and give talks, and testify, and talk to the press.

CK:  How far would you be willing to push that, maybe not you personally, but even just in terms of lending your support?  We talked last time about the Blaster Worm which you clearly said you were opposed to as a procedure of, say, let’s call it, civil disobedience.  How far would you be willing to push the voting stuff, if someone decided using your paper, that they could go in and rig it so that Monty Python or John Cleese did win an election, is that something that you think would demonstrate the insecurity of these systems properly, or is that a dangerous thing to do?  

DW:  I think it’s dangerous to go dork with actual live elections where there’s real candidates being elected.  First off, it’s very, very illegal.  And oftentimes people who try to prove a point that why, like the character who went and left some box cutters inside airplane bathrooms, the security people didn’t have much of a sense of humor about it.  And I don’t really want to go to jail, and if I can prove my point without needing to go to jail, then that’s all the better.  And enough people are taking what we’re saying seriously that I don’t feel need to do a stunt like that, ‘cause that’s all it is, it’s just a stunt.  Instead, I’d rather be in a debate where you’ve got me and you’ve got Beverly Kauffman or somebody where I can debate them in a public forum and I want to win or lose a debate.

During the time that we conducted this interview, another set of hackers liberated a set of memos from a Diebold site, including a now famous one purporting to be the CEO's words promising to "deliver the election" to Bush in 2004.  Dan explained that his "liberated" documents had nothing to do with this new set of memos.  Diebold's reactions to these events seem to suggest that they were not running a very tight ship.  Dan suggests that their cease and desist letter was a joke that amounted to saying "Stop that! Or….We’ll say “Stop that” Again!”.  Only one of he voting machine companies has since suggested that anyone might be able to examine their source code (Vote Here), while the rest have refused to open up.  Meanwhile, Dan continues to teach his students to both build secure systems and to hack into each others systems to understand why they are not.
HL: And when you teach this as an exercise in this class that you were telling us about, I presume you do that partly because it’s something that you’re working on, so you get some ability to teach what you’re working on, but also do you see it as teaching these students about these things you were talking about, about technology and public policy?

DW: It’s an assignment that covers a lot of ground compressed into a small assignment.  In prior years, I had an assignment where phase one was to design a Coke-machine that you pay with a smart card.  And phase two was you’d get somebody else’s Coke Machine and beat up on it.  And then Phase three you’d take that feedback from the other groups in phase two and make your thing better.  And the genius of that assignment was among other things it avoided slow delay of grading, because you got immediate feedback from other groups, because they, they had their own deadlines.  So I just took that idea and I replaced the Coke-machine with a voting machine.  And I had you start off being evil rather than starting off being good, but otherwise it mirrors an assignment that I’d already carefully designed to have this duality of being on both sides of a problem.  So I kept that duality but I stirred in a topical problem… And I’ve found that students will work harder when they consider they’re work to be cool.  So in a certain sense, I’m trying to trick people into doing more work (laughter).

CK:  We knew you were evil!!

DW: Mwah-hahh-hah (but it works!)…

Lastly, Tips for Effective Message Control, Courtesy of Rice University

CK:  Okay I think we’ve pretty much the end.  Um, but I just noticed this while we sitting here, cause you talked about it, I just want to share on camera… 

DW: Oh yeah…

CK: Tips for effective Message Control…

DW: These are handouts from the Rice Media Center people.

CK: That’s so Orwellian…Okay, good lord. (Reading)  Pre-Interview exercises.  "Find out as much as you can about the news media outlet interviewing you," and the…and …(reading)  Did you do all these things?

DW: I don’t remember getting an email from you?

CK: “Try describing your program or job in one sentence using clear concise language. Write down and repeat to yourself 1-3 points you want to get across, and practice answering questions in advance, especially ones you don’t….” What I like are the "During the Interview" suggestions… “Stay focused, don’t confuse your interviewer by bringing in extraneous issues.”  Why do computer scientists have so many toys on their desk?

DW: Uhhhh…

CK: (Laughter).  “Use flag word:  The most important thing to remember… the three most important things… for example… etc.”  “Be interesting, tell a brief anecdote that will illustrate your point.” We’re opposed to that one as well… (we say) Tell a long complex, meandering anecdote to illustrate your point, so that we have something to WORK with!"  “Stay positive.  Don’t repeat any part of a negative question when you are answering it.”  “Speak from the public’s point of view.”  That’s hard, that’s a really hard one.  How do you know when you’re in the public? “Speak past the interviewer, directly to the public.” “State your message, then restate it in a slightly different way. Do this as many times as you can without sounding like a broken record.” (Laughter) That’s a good one, isn’t it? And I like this one especially: “Bridge from an inappropriate question to what you really want to say.”  It all comes down to like, “say the same thing over and over again, and don’t answer the questions you don’t want to.”

DW: Yeah, I mean this is what your politicians call “staying on message”.

CK: Right, Effective message control.

DW: And here’s some more…

CK: Oh, "Ethics and Procedures! “Tell the truth, the whole truth and nothing but the truth.” “Stay on the record.” “face to face”.

DW: I like this: “You are the University.”

CK: Wow.

DW: I mean they emphasize this, because when I’m talking to a reporter, the distinction between a professor… Professor X says, “blah!”—people say “Oh, Rice University says, ‘blah!’” People read between the lines, so you are speaking on behalf of your employer whether you want to be or not…

CK: Right.  You Are The University!  On that note… thanks again, for your time.

DW: No problem.

