Questions, Dan Wallach, October 9th, 2003


Questions

Notes at the outset.


-we've read your website, and talked about many of the issues 


- familiar with DMCA, privacy issues, Voting stuff, the recent Schneier/Geer report fracas, etc. i.e. feel free to talk as if we've already got these issues on the table.


- we are not looking for the representation you would give to the media (despite the cameras).  we are hoping for more in depth conversation and stories.  

Background Questions.

Can you tell us a bit about your biography, about how you came to the decision to pursue this career, about particular turning points, events or people that made this seem obvious to you?

Can you talk a bit about Rice CS, about this job as opposed to others you could take? 

Can you tell us a bit about the structure of research projects in Computer Science?  How do they form, are they always collaborative, how much freedom to grad students have, how many are you currently participating in?

It appears to us from your website, that you are someone who seems to repeatedly seek out the most attention-getting of projects.  Is this deliberate?  What does it feel like to work constantly  in the media spotlight?  How closely do you pay attention to the media, do you watch particular sources carefully?

Funding sources and demands

We're interested in the relationship between where the money comes from, and what the demands are on the research.  The recent Dan Geer case is instructive from this perspective.  If a project is truly "interesting" what would make you turn it down?  How do you assess this kind of thing?

When you write grants to do research, are you asked to elaborate the social impacts of your research?  What do you say?

How do you delegate work to grad students or other researchers?  Are you constrained either by self-interest or by others in delegating… what about being delegated to?

Authority Decisions, Privacy

On your Privacy FAQ, you say that "Many employers consider the fact that you're using their computers and their connection to imply they have a right to say how you can use them."  

Is there a difference between workers and employers "out there" and life at Rice? Do you think differently about your own freedom to say what you think vs. an "everyday work environment"? 

Is it the case, then, that people are reduced to either being very technically sophisticated to protect themselves,  or simply not saying what they believe?  Do we live now in a society where one is either an expert or subject to other experts?  

Definitions of Security

Your writings about security suggest that security is about "WHO wants to learn WHAT and about WHOM."  What if we changed this slightly and said that we were interested in " WHO is going to decide WHAT to say and about WHOM."  Is this still an issue of security? 

Why is security research about WHO gets to say or see or do something rather than about FOR WHAT PURPOSE something is done or not done?  How do you keep them separate?

How are the technical definitions of security (like trusted/untrusted code) related to the social or institutional definitions?  Is there a theory?  At what point does it become impossible to separate the technical research from the situation? 

Good Guys/BadGuys

Is the kind of security work you do like other kinds?  Can it be compared for instance to police detective work?

What exactly  does it mean to "think" like a really good bad guy?  How exactly do you get to know what that is?

You assign Ken Thompson's Turing lecture "Reflections on Trusting Trust" in your classes.  At the end of it he moralizes about punishing kids who break into computer systems.  How much of this do you agree with, and do you think there are equitable punishments? 

Last Questions.

Is the right to privacy only a Political issue of rights and protections, or are there technologies out there that positively affect the right to privacy—can you think of examples of one without the other?

What is your definition of ethics (or of the distinction between ethics and morals)? and politics?



