Hierarchy vs. heterarchy: Tish Stringer

We really have the opportunity to develop something that fundamentally seems to change the impact of the technology on society. – peter druschel
Peter’s version of p2p directly challenges established hierarchies of many kinds including: institutions (120-124 don’t need approval of the institution to distribute), governments (2270-2272, there is nowhere to go and sue), contemporary IT hierarchy (395-404, hierarchy of how you design systems), (1211-1230, IT professionals are comfortable is when users are consumers of information), (you no longer know who to blame 1853-87)), law (460-463, hierarchies use police to punish), (147-153 can be used for illegal purposes), hard drive and server capacity (2214-2221, don’t need servers), networks (1526, traditional distributing systems have hard wire hierarchy built into them), isp infrastructure and adsl and cable modems (626-632, designed for a one way flow of traffic).  

In contrast, when he describes the organization of p2p he is talking about a heterarchy.  He compares it to a grass roots organization (1760-1764 like a grassroots org, has benefits of avoiding the law and running on low money), an anthill (1554-1559 – decentralized, self organizing but within a social structure that exists over time, bio programming each ants actions is like a protocol that tells nodes how to organize on the network), organic. 

In the most elegant “scalable” terms what Peter is describing is a revolutionary way of thinking; originally about moving and storing data but then extending to rethinking networks, then hardware, then the way IT managers work, then how humans interact with data, moving from consumers to producers, ultimately challenging their reliance on states, institutions and capital. This is not your mother’s bureaucracy.  Moreover, he is proposing all of this while attempting to avoid the tar pit of “illegal downloading” in his research.  At this stage, it is not so hard for him and his team to do, considering that the main users of the pastry architecture are other computer scientists.  The fact that their project is one step away from end users gives them a legal cushion to pursue their work. However, without end users, there is no user data to show their work in action, only theoretical models.  For this revolution to be successful, certain key arguments would have to be shown to work with real user bases of differing sizes.

Some of those questions would be: is the heterarchy more robust? Is a decentralized system more secure?Is scale a determining factor?  If it works on a small scale, will it be scaleable with more users?  
